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Introduction

Much of our work involves us having access to confidential information. Often this can be personal information about staff or patients. We trust our team members to respect these confidences. We have produced this Clause in order to reinforce not only to you but also to others with whom we do our work, how seriously we treat this matter.

You are bound by this Clause to comply with the Statutory Requirements, which are:

	
	The Data Protection Act 1998

	
	

	
	Copyright, Designs and Patents Act 1988

	
	

	
	The Computer Misuse Act 1990

	
	

	
	The Human Rights Act 1998

	
	

	
	The Freedom of Information Act 2000

	
	

	
	Access to Health Records Act 1990
General Data Protection Regulation 2018




Principles of Confidentiality

	· When you are responsible for confidential information you must make sure that the information is effectively protected against improper disclosure when it is disposed of, stored, transmitted or received;

	

	· When clients give consent to disclosure of information about them, you must make sure they understand what will be disclosed, the reasons for disclosure and the likely consequences;

	

	· You must make sure that clients are informed whenever information about them is likely to be disclosed to others, and that they have the opportunity to withhold permission;

	

	· You must respect requests by clients that information should not be disclosed to third parties, save in exceptional circumstances (for example, where the health or safety of others would otherwise be at serious risk and circumstances where you have a legal obligation to do so);

	· If you disclose confidential information you should release only as much information as is necessary for the purpose - if it is appropriate to share information gained in the course of your work with other health or social care colleagues, you must make sure that as far as is reasonable, the information will be kept in strict professional confidence and used only for the purpose for which the information was given;

	

	· If you decide to disclose confidential information, you must be prepared to explain and justify your decision;

· You must abide by these principles in perpetuity



Guidance on the Protection and Use of Personal Information

	1.1
	People expect that information about them will be treated as confidential.


	1.2
	Personal information should be anonymised wherever possible.

	
	

	1.3
	Any personal information held on a computer system is safeguarded by the General Data Protection Regulation 2018. Databases holding personal information should be created only in line with the principles of the Regulation.

	
	

	1.4
	The unauthorised passing on of personal information by any member of staff is a serious matter, warranting consideration of disciplinary action and possible risk of legal action.

	
	

	1.5
	Care should be taken to ensure that unintentional breaches of confidentiality do not occur, eg:

	
	

	
	
	· do not leave files/computer terminals unattended/unsecured

· double checking to avoid transmitting information to the wrong person.

· do not allow sensitive conversations to be overheard.

· guard against people seeking information by deception.

	
	
	

	1.6
	Even if names and addresses are removed, the combination of date of birth and postcode, for example, can allow individuals to be identified.


	1.7
	If personally identifiable data is taken off site, all necessary measures must be taken to ensure that the information is safeguarded against unauthorised disclosure, loss or destruction.



	1.8
	Any breach of information security must be reported immediately to INFORMATION RISK OFFICER NAME


Information Security and Confidentiality Clause

I, the undersigned, have read, understood and agree to comply with ORGANISATION NAME Information Security and Confidentiality Clause, and accept that any breach of this Clause may lead to disciplinary action:

	
	Principles:

	
	

	
	
	I will not disclose any confidential and/or personal information regarding individuals obtained as JOB TITLE working for ORGANISATION NAME  to any person or organisation unless I am authorised to do so and that person or organisation is authorised to receive it.

	
	
	

	
	
	I understand that by signing this policy I undertake to abide by its principles in perpetuity.


Name:



...........................................................................

Job Title:


...........................................................................

Signature:


..........................................................................

Date:



.........................................................................
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